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-N>® Status at the State Level

Treaty # of Member Critical Non- Challenges
States member States
CWC 190 Egypt, Israel, e« Chemical disarmament in Syria
North Korea  Slow destruction programs of
US, Russia

» Need to update inspection
approach to keep pace with
technical/industry changes

BWC 170 Egypt, Israel, « No inspection regime
YL « Scientific revolution
26 total underway
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CNS@® Appeal to
Terrorists

« Accessibility:
— “Cookbooks” and patent literature
* Encylopedia of Jihad
— Materials
— Production equipment o B 1
— Dispersal systems 4
« Small-scale production = sufficient

« Easiest: RDDs, chemical sabotage N
 Mass casualty and/or mass terror: {J,
— Quick impact s
— Washington, DC: 1,000 kg of sarin, line source :

dispersal on a calm, cool night
« 3,000 TO 8,000 DEAD
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CNS@® Aum Shinrikyo’s ? ﬂ:{!

Unconventional Weapons Programs "t}’f ‘,
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e Chemical:
— 1985-1995: $30 million

— 100 mvolved
— Agents synthesized:
« VX e Soman e Mustard T
» Tabun e Sarin e Hydrogen cyanide E~ o ik /E\‘,h
— Production goals: r i ;

70 tons in 40 days
— 2 major attacks

* Biological program = total
failure
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CNS@®

Terrorist Events Worldwide: 1997-2006

Total events:

Bombs: 12,806
Armed attacks: 5,798
Assassinations: 1,689
Kidnappings: 1,393
Arson: 786
Hostage-taking: 58
Hijacking: 32
Other/unknown: 524
Biological:

Chemical;

Food/water supply:

Radiological:
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CNS@® Industrial Sabotage

Conseguences

Figure 1: Mumlb==r of Facilities with Waorst-Case Accidental Relsass Scenarios by
FResidential Population Potentially Threatsned
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CNS@®  Next Generation e
Nerve Agents i

Soviet novichok R&D began in 1970s
Novichok #5:

— 5-8 times as effective as VX

— Approved as weapon by Red Army
— Tons produced

Novichok #7:

— 10 times as effective as soman

— 10s of tons produced

Concept behind novichoks: bury the
program in agrochemical industry
Czech scientists have published similar agents
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CNS@®

Concealing Production

Make-shift or homemade equipment:

— Stainless steel (dairy, kitchen supply)
— Large chemical resistant plastic tanks, tubs, tubing
— Safety hoods ($200-$300 supplies)

— Scrubber (activated charcoal)

Order from many chemical suppliers
Steal supplies
Order using non-standard chemical names
Use non-standard production approaches
Make classic agent variants

Locate downwind from a stinky operation
Isolated building with power (water optional)
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CNS@®  Micro Process Technology % s
« High surface area to reactant ratio ol
» Stainless, ceramic, glass, hastelloy, silicon
* Devices = milli to micro channels
«  Number up = multi-ton production F A
« Industrial problem-solvers: !)ﬁ:
. Safer . Faster -Uniform product =
» More energy & cost efficient « Greener
« Higher yields « Automated
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CNS@

The Nonproliferation bl
Challenge C ——
« The toolkit vs. micro process technology =~ - j a
— GEOINT
— SIGINT
— MASINT
— OSINT
— HUMINT

— CWC inspects chemical types/qfua‘ht’itis,
not equipment
— Australia Group does not specifically cover micros



http://images.google.com/imgres?imgurl=http://www.historycommons.org/events-images/a042_curveball_2050081722-11085.jpg&imgrefurl=http://www.historycommons.org/entity.jsp%3Fentity%3Daras_habib&usg=__6TYMfsCOLpUqr5vSOutZwURJPT4=&h=180&w=162&sz=49&hl=en&start=16&um=1&tbnid=kDsB0e_iFoVpjM:&tbnh=101&tbnw=91&prev=/images%3Fq%3Dcurveball%2B%252B%2Bbiological%26hl%3Den%26rlz%3D1T4DKUS_enUS316%26sa%3DN%26um%3D1
http://cns.miis.edu/index.htm
http://www.semp.us/images/Biot619PhotoH.jpg
http://images.google.com/imgres?imgurl=http://maineowl.net/blog/media/1/20080205-powell_trailers.jpg&imgrefurl=http://maineowl.net/blog/item/2009/02/powell-day-of-shame/catid/atom.php%3Fblogid%3D1&usg=__67fAr4TVqozF1loM3ZV33bzl8ng=&h=450&w=600&sz=58&hl=en&start=7&um=1&tbnid=ySsSDxtaDlXPKM:&tbnh=101&tbnw=135&prev=/images%3Fq%3Dmobile%2Bbiological%2Btrailers%2B%252B%2BIraq%26hl%3Den%26sa%3DN%26um%3D1
http://2.bp.blogspot.com/_PB5-El7se4s/SVT3oHrbFII/AAAAAAAAMhM/3xwlvkjLtXs/s320/NI+chemical+sampling.jpg
http://images.google.com/imgres?imgurl=http://www.patentdocs.typepad.com/photos/uncategorized/2007/07/17/cencover8525300.jpg&imgrefurl=http://patentdocs.typepad.com/patent_docs/2007/07/the-effect-of-f.html&usg=__LHnvi2up-WpnEBLmTN65D4oShts=&h=375&w=300&sz=103&hl=en&start=2&um=1&tbnid=oww-GSuu9UBC-M:&tbnh=122&tbnw=98&prev=/images%3Fq%3Dchemical%2Band%2Bengineering%2Bnews%26hl%3Den%26rlz%3D1T4DKUS_enUS316%26sa%3DN%26um%3D1
http://images.pennnet.com/articles/mae/thm/th_96611.jpg

CNS@ Snapshot of a Scientific
Revolution

 Life sciences landmarks:
— Discovery of the structure of DNA (1953)
— ldentification of the genetic code (1966)
— Development of recombinant DNA technology (early 1970s)
— Mapping the human genome (2000)

— Synthetic biology:
Microorganism # of Base Pairs  Date Synthesized
Polio virus 7,741 2003
1918 influenza virus 13,500 2005
M. Genitalium genome 1,080,000 2010
Smallpox virus 186,102 727?77
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CNS@

Globalization
 Diffusion:
— Scientific journals on-line
— De-skilling

— Equipment manufactured widely
— Qutsourcing

» Government support =>

shortcut to:

— Economic power
— Better standard of living

 Future biotechnology powerhouses: -
* Cuba * China * Brazil * India ==
* Indonesia  * Russia * Singapore  * Taiwan
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CNS@® The Dark Side

of a Revolution

» Tremendous benefits to come from new knowledge:
— Human neurological, iImmunological systems me==
« But, governance not keeping pace with advances |* e
 |Incapacitating agents:
— Riot control (tear gas)
— Psychochemicals
« Crossing chemical & biological agents
— Fast acting + long lasting
« The ultimate weapons?
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